
KEY POINTS
�� While cybersecurity is a matter of serious concern to the industry, there are no reported 

cases on liability of financial institutions to clients, following cyberbreaches. 
�� After a cyberattack, a financial institution may be exposed to liability as matter of English 

law in contract, tort and under the Data Protection Act 1998.
�� Further areas of liability will come via EU law with the General Data Protection 

Regulation (679/2016/EU), which comes into effect on 25 May 2018, and the Network 
and Information Security Directive (2016/1148/EU), which is due to be implemented by 
9 May 2018.
�� The government has stated that it will implement the Network and Information Security 

Directive despite Brexit but the continuing status of the General Data Protection 
Regulation will depend on the final terms of the “Great Repeal Bill”. 
�� A financial institution’s insurance coverage is, at present, largely a matter of happenstance 

with the most likely cover being under professional indemnity policies; it is now time for 
comprehensive cyberpolicies to come into the mainstream.
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The legal implications of cybersecurity 
breaches for financial institutions
This article considers the potential liabilities and insurance recourses that financial 
institutions face following a cyberattack from a third party.

INTRODUCTION

nCybersecurity has been a major 
concern of financial institutions over 

the last few years. PricewaterhouseCoopers 
(PwC) estimates that there are between 
4,600 and 4,900 detected incidents of 
cyberbreaches a year.1 

The main areas of concern over 
potential cyberbreaches are the increasingly 
complex technologies, rising threats from 
foreign nation-states and the consequences 
of a lack of clear regulatory guidance. It is 
therefore not surprising that Cybersecurity 
Ventures estimates that cybersecurity 
spending, across all sectors, on products 
and services will exceed US$1trn between 
2017 to 2021.2 

This article will consider (1) a financial 
institution’s exposure to liability, and 
(2) a financial institution’s possible insurance 
recourses3 in the following fact pattern: 
a financial institution is hacked by an 
anonymous group to obtain data about 
the institution’s clients for non-political 
reasons which leads to loss in circumstances 
where they did not have up-to-date security 
software.4 

The range of potential losses is broad; by 
way of example it could include obtaining:
�� an individual’s account details from 

which the hacker could interfere with 
their investments;

�� a business’s financial statements from 
which the hacker could decipher its 
suppliers or customers allowing the 
hacker to interfere with its business;
�� a high-net-worth individual’s personal 

details, for example their address, which 
is then used for criminal purposes such 
as a robbery;
�� a business’s data, for example its 

email address, which could then be 
hacked and used to perpetrate further 
cyberfrauds such as issuing fake invoices 
to its clients on which the clients react.

THE EXPOSURE TO LIABILITY
The institution may be exposed to liability 
for such losses in contract, the tort of 
negligence, for breach of statutory duty and 
for breach of EU law.

Contract
A cause of action in contract will, of course, 
depend on the terms of the contract and 
one can imagine a scenario where there 
is an express term in its agreement that 
the institution will maintain up-to-date 
cybersecurity software or, at least, a term 
that the institution shall keep the client’s 
information safe. 

The more interesting question, for our 
purposes, is whether or not a court would 
imply such a term. While the implication 

of a term will depend on the express terms 
and the general nature of the parties’ 
agreement, it is certainly conceivable that 
if the institution had undertaken express 
obligations in relation to cybersecurity, 
business necessity requires that a term 
be implied that they kept up-to-date 
cybersecurity software. Further, in our view, 
it is likely that a court would imply a term 
that the institution would use reasonable 
care to safeguard their client’s information 
from cyberattack.

To avoid the risk of such an implied 
term, the institution may wish to include: 
(i) an express clause either excluding 
liability or creating a contractual estoppel; 
or (ii) a specific force majeure clause which 
contemplates such a cyberattack and provides 
that neither party will be liable to the other 
for loss in the event of a cyberattack. 

A further issue is what damages would 
be recoverable. The general rule is that a 
claimant can only recover such loss as is 
within the reasonable contemplation of the 
parties at the date of contracting. The damage 
must not be too “remote” to be recoverable.5 

This therefore requires an assessment of 
what the client disclosed to the financial 
institution, when, for example, opening a 
bank account, and explaining the financial 
implications of their information being 
accessed by third parties. While it is generally 
foreseeable that hacking into a client’s 
account could cause financial loss, there will 
undoubtedly be difficult issues where the loss 
is particularly substantial or unusual.
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Financial institutions should thus pay 
close attention to their express terms and 
if they intend to exclude liability for a 
cyberattack they should include an express 
exclusion/force majeure clause to this effect 
and, in the event an action is brought, 
be aware of possible defences based on 
remoteness of loss. 

Tort
There is no decided case to the effect that, 
under the law of the tort of negligence, there 
is to be imposed a duty of care to maintain 
cybersecurity software.6 

When a case does arise based on an 
allegation that the financial institution was 
negligent because its cybersecurity was 
not up to date, a court is likely to analyse 
whether or not the financial institution 
could be said to (1) have objectively “assumed 
responsibility” for so-called “pure economic 
loss”7 caused by a data breach in these 
circumstances and whether the claimant 
relied on that “assumed responsibility”;8 

and/or (2) whether it was (i) foreseeable 
that there would be loss, (ii) the parties 
were in a proximate relationship, and (iii) it 
would be fair, just and reasonable to impose 
a duty of care in the circumstances;9 and/
or (3) whether “incrementalism” permits an 
extension of the current ambit of the duty 
of care. 

These three tests are said to complement 
each other and should achieve the same 
result;10 in our view: 
(1) As to the “assumption of 

responsibility”, this is likely to turn on 
the terms of the agreement between the 
financial institution and the client and 
what the institution’s representatives 
have previously stated (either in the 
contract or by a representative of the 
institution). 

(2) As to the threefold test, our view is that 
(in the scenario contemplated) a court 
is likely to conclude that loss is the 
foreseeable consequence of the failure 
to maintain proper cybersecurity and 
there is a proximity of relationship; the 
key issue will therefore be whether it 
is fair, just and reasonable to impose 
a duty of care in these circumstances, 

which is likely to fall back on an 
analysis of precisely what was agreed 
and/or said. 

(3) As to “incrementalism”, it is now 
commonplace for service providers to 
be held liable for economic loss caused 
by their negligence and, in our view, 
it would be in accordance with the 
doctrine of “incrementalism” to allow 
the establishment of this duty in an 
appropriate case.11

Thus, there is a good argument that the 
courts would hold that there is a duty of care 
in these circumstances. 

As always, however, whether a duty 
arises in a particular case will turn on its 
facts. Of course, any duty or liability may 
be negatived where there is a contract which 
excludes liability or creates a contractual 
estoppel against reliance on any state of 
affairs or representations. 

Two final areas of interest are: 
(1) the failures that will be required before 

the duty of reasonable care is broken, 
which is likely to be a matter of expert 
IT evidence; and 

(2) where the court will draw the line in 
remoteness of damage.12

Breach of statutory duty
As to breach of statutory duty,13 the key 
statute will be the Data Protection Act 1998 
(DPA 1998) as recently considered in 
Vidal-Hall et al v Google [2016] QB 1003. 
The Court of Appeal held, albeit in the 
context of a permission to serve out hearing, 
that where a private individual brought an 
action for the misuse of private information, 
in breach of DPA 1998, the damages under 
s 13 were not limited to pecuniary loss 
but could include, for example, emotional 
distress.14 

In our view, financial institutions should 
be aware of the data protection principles 
included in Sch 1 of the 1998 Act (as given 
effect by s 4) because a breach of such 
principles may lead to a private action under 
s 13; the most likely provision that could 
found such an action is Sch 1, para 7 which 
provides that: ‘Appropriate technical and 
organisational measures shall be taken 

against unauthorised or unlawful processing 
of personal data and against accidental loss 
or destruction of, or damage to, personal 
data.’15 

As a result, financial institutions 
should ensure that their data processes 
and cybersecurity software are up to date 
as they may be exposed to a damages claim 
for a failure to do so as being a breach of a 
statutory duty.

EU law
There are two potential EU regimes on 
the horizon: (i) General Data Protection 
Regulation (679/2016/EU) (GDPR);16 and 
(ii) the Network and Information Security 
Directive (2016/1148/EU) (the NIS 
Directive).17

As to the GDPR, this seeks to ensure 
that organisations are held to high 
standards when processing personal data 
and encourages the implementation of 
national codes of conduct.18 The focus is on 
supervisory authorities but Art 79 notes that 
subjects are entitled to an effective judicial 
remedy and Art 82 expressly provides for 
a right to compensation for ‘any person 
who has suffered material or non-material 
damage as a result of an infringement of this 
Regulation’.19

As to the provisions which could ground 
such an action: 
�� We note that Art 5(1)(f) provides that 

personal data must be processed ‘in 
a manner which ensures appropriate 
security of the personal data, including 
protection against unauthorized 
or unlawful processing and against 
accidental loss, destruction or damage, 
using appropriate technical or 
organizational measures’; 
�� Art 24(1) provides that ‘…the controller 

shall implement appropriate technical 
and organizational measures to ensure 
and be able to demonstrate that 
processing is performed in accordance 
with this Regulation’; and
�� Art 32 will place obligations on financial 

institutions to ‘implement appropriate 
technical and organizational measures 
to ensure a level of security protection 
appropriate to the risk...’. 
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Financial institutions may wish to rely 
on Art 82(3) which provides an exemption 
where they were ‘not in any way responsible 
for the event giving rise to the damage’. 
The phrase ‘not in any way’ appears to set a 
high threshold to fall within this exemption 
and there will be difficult arguments as 
to (i) whether the relevant “event” is the 
inadequate software or the act of hacking, 
and (ii) the causal connection required of 
“giving rise to”. 

As to the NIS Directive, this was 
intended to require companies within the 
EU member states to ensure that they have 
suitable IT security mechanisms and is 
limited to ‘critical infrastructure essential 
for the maintenance of vital economic and 
societal activities’. Annex II to the current 
draft includes the banking sector20 and 
financial market infrastructures.21 

It is intended (among other things) to 
require that EU member states adopt a 
national strategy on the security of network 
and information systems22 and to require 
that businesses that collect or process the 
personal data of individuals must implement 
appropriate technical and organisational 
measures.23

The focus of implementation, contained 
in Arts 15 and 17, is on the establishment 
of competent authorities, which indicates 
that there is no obligation on member states 
to make provision for a private law cause of 
action.24 However, this is only the minimum 
position25 and there is no bar on the UK 
government providing for a private cause of 
action similar to s 13 of the DPA 1998. 

In the event that such a private law cause 
of action is included in the legislation, it will 
be interesting to see how this will interact 
with the GDPR and the express provisions 
for compensation therein. 

Conclusion on liability
In conclusion, financial institutions may be 
exposed to liability as follows:
�� for breach of contract and in tort, 

which will require a close analysis of 
the parties’ understanding and the 
allocation of risk;
�� for breach of the DPA 1998, which 

could include emotional distress;

�� for breach of the GDPR, when it comes 
into force; 
�� potentially for breach of the NIS 

Directive, depending on how it is 
implemented in the UK.

THE INSURANCE POSITION
Despite the concerns over cybersecurity 
and the potential exposure to liability for 
financial institutions, it is surprisingly 
difficult to find specific “cyberinsurance”. 
While there are two cyberspecific clauses,26 

they seek to exclude liability in specific 
industries (namely shipping and aviation), 
as opposed to cover it, and thus provide no 
comfort for institutions that fail in their 
obligations to protect their clients from the 
consequences of a cyberattack. 

We will now consider the factual 
scenario set out above, by reference to typical 
insurance policies. We argue that it is time 
for specific cyberinsurance to come into the 
mainstream.

Professional indemnity insurance
The financial institution may attempt to 
rely on its professional indemnity insurance, 
which ordinarily covers a firm for negligence 
and other wrongdoing in relation to the 
provision of its services. 

While this would most likely cover the 
simple example noted above, the nature of 
cybersecurity is so broad and multi-faceted 
that a situation could easily arise which is 
not covered. There may well be an exemption 
from coverage in the event of a cyberattack 
on the insured. 

Thus, while this may provide the most 
straightforward insurance recourse in some 
circumstances, it is likely to be a matter 
of happenstance and financial institutions 
should not simply assume that all 
eventualities are covered; rather, they should 
ensure that specific clauses are included or 
collateral insurance entered into.

Directors and officers liability 
insurance
It is likely that the board of a financial 
institution will have D&O insurance, which 
generally covers director’s liability (plus costs 
and expenses) following a claim. 

The main question will be whether or not 
the failure to update the security software 
was an omission of the company or of the 
individual director and, if the individual, 
whether it was in the individual’s capacity 
as a board member. The latter requires 
an analysis of whether security software 
updates are, or should be, a “board” issue 
as opposed to an administrative concern of 
those lower down in the company. These are 
far from easy questions and may result in a 
difficult insurance battle unless clear policy 
wording is used.

As to possible actions:
�� A cause of action may be brought by 

the shareholders for a breach of ss 172 
and 174 of the Companies Act 2006, 
which respectively require that directors 
promote the success of the company and 
exercise reasonable care and skill and 
diligence in the conduct of their role. 
�� Further, a cause of action may be 

brought by third parties in the forms 
noted above.

While directors may think that a way 
around the problems with D&O cover is 
to require an indemnity from the company, 
they will have to contend with ss 232 to 234 
of the Companies Act 2006 which provides 
that directors cannot be indemnified for 
breaches of duties they owe to the company. 
Thus, this is unlikely to provide a simple 
answer to their concerns.

As a result, D&O cover may provide 
cover but our view is that directors should 
ensure clear wording in the policy if they 
seek to rely on such.

Terrorism insurance
It is possible that a financial institution 
may have terrorism cover, which ordinarily 
indemnifies the insured against loss which 
arises from physical damage to the insured 
property where such damage occurs as a 
result of terrorism/political violence.

There are a number of problems with 
relying on a typical terrorism policy in our 
hypothetical situation: 
�� there was no political motivation for the 

cyberattack, which is likely to take this 
outside the concept of “terrorism”;27 
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�� the traditional focus of terrorism 
policies has been to protect against, for 
example, a terrorist bomb effecting the 
insured’s property and the present case is 
much more likely to be concerned with 
pecuniary loss as a result of a law suit; 
and 
�� ordinarily, terrorism cover will exclude 

loss arising from “attacks by electronic 
means”, such as computer hacking or 
a virus, and is therefore likely to be 
excluded. 

Thus, it is unlikely that the present case 
would fall within typical terrorism cover. 

Public liability insurance
Public liability insurance is primarily 
concerned with personal injury to third 
parties which occurs in the course of the 
conduct of the insured’s business and thus 
would not be relevant here. Further, it is 
common for such insurance to include a 
data exclusion, which is likely to include a 
cyberattack. 

Crime and fidelity 
Crime and fidelity policies generally cover 
the insured for first-party loss directly 
caused by certain types of wrongdoing 
by employees and third parties and often 
include ‘computer misuse’; however, they 
are primarily concerned with loss in specie 
and thus the loss of online data and the legal 
liability for the consequences of that may 
not fall within standard coverage. In the 
event that they do fall within such coverage, 
an issue may be that a failure to update the 
security software was a breach of warranty 
which invalidated the insurance. 

Insurance Act 2015
The Insurance Act 2015 (the 2015 Act) came 
into force in August 2016 and will apply to 
all insurance contracts entered into after 
that date unless its application has been 
excluded.28 A few points relevant to the 
present discussion are that:
�� The insured has to provide the insurer 

with a ‘fair presentation of the risk’ 
(s 3) which, in this context, would most 
likely require a full presentation of 

their cybersecurity position and the 
regularity with which breaches are 
attempted and whether they have been 
successful; 
�� If the insured fails to update its 

cybersecurity software, it may be in 
breach of warranty. The effect of such 
a breach would be to suspend their 
coverage for the period during which 
this failure continues (s 10);
�� In the event that the insurer fails to 

pay a claim within a reasonable period 
of time, they may be liable for breach 
of an implied term of the contract of 
insurance (s 13A);29 although, again, 
an insurer can contract out of this 
implied term if they comply with the 
transparency requirements in s 17 noted 
above.30

Conclusion on insurance
It is clear from the above that whether or 
not a financial institution is insured is a 
matter of happenstance by reference to the 
traditional categories of insurance, with 
the most likely avenue being professional 
indemnity cover. 

CONCLUSION
In conclusion, there are many potential 
areas of liability yet very few, if any, clear 
insurance recourses. 

It is likely that cybersecurity and 
cyberfraud will continue to be of growing 
concern to financial institutions in 
future and perhaps it is time for further 
engagement with the Council for Registered 
Ethical Security Testers (CREST), a 
non-profit organisation which provides 
cybersecurity services such as penetration 
testing including the Simulated Target 
Attack and Response programme (STAR) 
as developed in collaboration with the Bank 
of England.31 

Further, the EU Agency for Network and 
Information Security (ENISA) maintains 
a cloud certification scheme which aims to 
assist companies through self-certification 
or independent assessment thereby building 
confidence among cloud users.32 However, it 
is unclear what role, if any, ENISA will play 
for parties in the UK following Brexit. 

Finally, as to the insurance position, 
it is time that cyberpolicies come into 
the mainstream so that policies which 
concentrate on this risk can address the 
multiplicity of situations in which liability 
can arise. This is the growing trend in the 
United States and in our view the United 
Kingdom should follow suit. n

1 See PwC’s ‘The Global State of Information 
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financial services sector at  
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Introduction to Cross Class Cyber 

Liabilities’ January 2016  
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